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HypOtheSiS m European |

Commission

The project aimed to show the following hypothesis :

‘An EU citizen will be able to open a bank account in another EU country using
their national digital identity.’

In this instance a citizen opening a bank account in the UK, who may not have a
proof of residence in the UK.’

To support of the European Digital Single Market.



Action summary

European I
Commission

* The Action considered and reported on the following subjects:
* The problem to be solved
» The design and build of an infrastructure using eIDAS specifications
» elDAS trust implementation
» Cross boarder authentication with Member State IDP.
» Attribute data service — to provide an address of a citizen

« Commercial framework
* Personal data rights

+ GDPR
* AML regulations

* Liabilities
 Verified data sources for ID attributes
 |dealised user journey visualisation

* Promoted to OIX meetings

» Listed in the final report.
On the OIX web site.



Demonstration overview. o

Commission

This demonstrator illustrates how an Austrian citizen moving to the UK can open
a UK bank account online using a digital identity created by a IDP in Austria.
» eGovernment Innovation Centre - Austrian Government.
+ https://www.eqgiz.gv.at/en/

The demonstration shows how trust established in an EU member state is
transferred from Austria to the UK.

» The LOA 2 digital ID is already created in Austrian IDP.

The demonstration illustrates the transfer of address attributes from trusted
source in support of the account application process.

A bank account is opened



Final solution architecture
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Key stages of the demonstration
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* The User takes the following steps in the user Journey:

 Start the account opening journey.
« Confirm the availability of a personal digital identity to the bank.
« Connect to their Austrian IDP through an ID federation hub.
« Assert their digital identity by authenticating to their IDP.
» Consent to passing details of name and address to the bank.
» Consent to passing address data from a trusted source to the bank.
* Trusted ID and address attribute data is passed to the bank.
« Complete Banks application capturing:
+ Personal data, Employment data, status data, account usage data
» Accept Bank’s terms and conditions.
* Login to the new account.
* View the account dashboard.
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Conclusions

European
Commission

The action show that the objectives can be achieved in a pilot

Digital ID can save time in account opening

Integration to existing banking user journeys is challenging
* Not loosing the applicant - 40% drop out rate today.

Digital ID does not relieve banks of liabilities for customer ID&V

The technical integration and trust establishment is complex
» Metadata for all IDPs and federation hub
* LOAs, certificates, signatures, OU verification proving
* SAML configuration

Banks need to understand the IPV process and veracity of attributes
* Who's checked the attributes?

Cooperation with eIDAS government departments is a time consuming.
+ Gaining commitment from non commercial teams due to notifying priorities.



This is the landing
page that a
consumer lands
on from a google
search whilst
looking for a UK
bank account.

Our consumer is
an Austrian

national - in this
case called Max

Mustermann.

File Edit View History Bookmarks Tools Help
¥ cef-demo
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Open an ANYbank current account and

well give you £100 to say thank you

Get our award-winning Current Account
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First step is to
ask Max if he
has a digital
identity. The
onboarding
journey will be
different if he did
not.

In this case Max
has an Austrian
digital ID.

File Edit View History Bookmarks Tools Help

¥ cef-demo

nEnee =

You'll need

Do you have a digital identity provider?

@'Yes ® No

Legals | Privacy & Cookies | Accessibility | Securfty | Rates | Terms & Conditions | Press | Careers | Sitemap | Contact Us




As Max has
confirmed that
they have a
digital ID he is
asked to confirm
if itis a UK IDP’s
ID or a European
ID.

The journey is
different for a UK
ID.

File Edit View History Bookmarks Tools Help

¥ cef-demo

Apply for an account with your digital identity

at is a digital identity

© Lear

Who is your digital identity provider?

© UK Provicer ® European Provider © Dort Know

Privacy & Cookies | Accessibility | Security | Rates | Terms & Conitions | Press | Careers | Sitemap | Centact Us




Max is alerted
that he is leaving
the Bank’s web
site to be
authenticated by
his IDP.

This is
acknowledge
this by clicking
continue.

You wil

be redirected to choose your Eurapean digital identity provider




Max is presented
with the range of
IDPs that the
Bank has
commercial
agreements with
for
authenticating
IDs.

Max selects
Austria elDAS.

Other UK IDPs
are available for
UK citizens who

are applying.
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Anmeldung an: eIDAS Connector from
Max lands at his UK (Test-System)
Austrian IPD’s L

authentication ‘
page and is ol
offered Handy e ] [y ]
(German for
mobile phone).

He selects
Handy.




"File Edit View History Bookmarks Iools Help.

Anmeldung mittels Bargerkarte o X

“« c @ @ @ httpsy/vidp.gv.at/elDAS_node/eidas/ColleagueRequest
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Anmeldung an: eIDAS Connector from
Max is prompted UK (Test-System)
to enter his Login
mobile phone mn
number and

Signatur Passwort

password.

@
[w]
[ 1Eigenes Fenster
He selects

‘(dentification’




Next Max is
asked how he
wants to perform
his two factor
authentication so
chooses SMS to
receive his code.

"File Edit View History Bookmarks Ieols Help

Anmeldung mittels Bargerkarte or! X

: ¢ @ ® & https//vidp.gv.at/elDAS_node/eidas/ColleagueR

Anmeldung an: eIDAS Connector from
UK (Test-System)

Login

Vergleichswert: swdXfPZXSY
Signaturdaten anzeigen

?)

1 Eigenes Fenster
£ TAN via SMS

https://testl.a-trust.at/mobile/https-security-layer-request/sendsms.aspx?sid=MT_FMRCQLAICIDEPHNEFEUQBWNPKLCE

nEnee
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Anmeldung mittels Bargerkarte or! X
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Anmeldung an: eIDAS Connector from
Max is directed UK (Test-System)
to a screen s 2
where he can Vet Gy
enter his code e
that was sent to -
his mobile
phone.
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Anmeldung mittels Bargerkarte o X
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Anmeldung an: eIDAS Connector from
Max enters his UK (Test-System)

code received Loain ”
from the Austrian

Vergleichswert: swdXfPZXSY
I D P Signaturdaten anzeigen
- TAN (SMS)
123456

L1 Eigenes Fenster
Signieren




"File Edit View History Bookmarks Ieols Help

«  Anmeldung mittels Burgerkar X

: X @ ® @ hitps//vidp.gv.at/elDAS_nc = @ || Q Search nmEooee =

Anmeldung an: eIDAS Connector from

Max is asked to UK (Test-System)

wait while
authentication o

ta kes p I ace i n ;a:;in; l;:?:‘\”ael::rmatlsch weitergeleitet werden, klicken
the Austrian IPD.

L1 Eigenes Fenster

Login

Performing a TLS handshake to vidp.gv.at...
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PRl ) OAuth Authorization Server - X g

rinidemiablueservice.net/openr
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Max is presented FORGEROCK

a screen that
asks him to el
Consent to This application is requesting the following private information
allowing this E— :
data from the .
Austrian IDP to
be released to .
the Bank. T

Bl - |

info@forgerock com
Copyright © 2010-2018 ForgeRock AS. All rights reserved.



Max previews
the data and
chooses to
release this data
and clicks
‘Allow’.

OAuth2 Authorization Server X [l

odedclier =cef-hsbc

FORGEROCK

CEF-HSBC

Sample CEF Bank
This application is requesting the following private information:
Your email address A
Email address: max mustermann@example com

Your personal information A

Given name: Max
Family name: Mustermann
Full name: Max Mustermann

You are signed in as: Max Mustermann

info@forgerock com
Copyright © 2010-2018 ForgeRock AS. All rights reserved.

nEoee
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Max is re-
directed back to
the Bank and is
shown that the
bank now has
his name and e-
mail address
from the IDP,

and is asked to
confirm that
these are
correct.

neEnee

Your identity has been verified

Legals | Privacy & Cookies | Accessibility | Securfty | Rates | Terms & Conditions | Press | Careers | Sitemap | Contact Us
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Max is told that
the Bank needs
his address as
part of the ID&V
process and is
asked to name
who can provide
his address data.

Orange France
is offered as they
are the banks
address attribute
provider.

[l consent to-snaring my scdress with AnyBank

kies | Accessibility | Security | Rates | Terms & Congtions | Fress | Carees



[File Edit View History Bookmarks.

Max’s address,
which was
provided by
Orange France,
is shown and he Stk i
is asked to

confirm this.

Legals | Privacy & Cookies | Accessibility | Securfty | Rates | Terms & Conditions | Press | Careers | Sitemap | Contact Us




Further
information
about Max is
requested by the
Bank as part of
their enrolment
process.

[File Edit View History Bookmarks Tool

cef-demo

dpcloud.com

We need to know a bit more about you

Have you ever been known by-any other names?

rrent address?




[File Edit View History Bookmarks I

dpcloud.com/req

Marital Status Apply ‘erify your igentity Provide addifior

and number of

dependents are n N
Just a couple of questions about your family

requested.
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Employment
status is
requested.

Just a couple of guesticns about your employment

Are you in full time education?




Max is asked
how he intends
to use the
account, and
where the initial
deposit is going
to come from.

These are used
as possible
triggers for
money
laundering
alerts.

[File Edit View History Bookmarks Tools Help

Legals

| Privacy & Cookies | Accessibility | Securfty | Rates | Terms & Conditions | Press | Careers | Sitemap | Contact Us

Almost there - just some questions about how you will use your account

Will this be your primary bank account?

\hat is the source of your first deposit?




Finally Max is
asked to confirm
the terms and
conditions that
the Bank sets
out fro this
account type.
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@ BT Home Hub Manag.. ElGSMA & Google Maps [E Enhancing DWP's Digi.. [E Digital Marketplace Find cloud hosting, so.. @ Login |Salesforce W cef-demo (3 Autologin @) Holiday @) Images - sf successfactors Log in (B MG »

Final step - please read the terms and conditions

and




Max has
completed the
application
process and
satisfied the
banking
conditions for
opening the
account.

He is offered the

opportunity to

login the his new

account.
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Q ing files to onedrive delete on PC —>

[ vigitel Marketplace [ Find cloud hosting, so.. ® Login |Salesforce ¥ cef-demo (G Autologin € Holiday @) Images —Photographs  §F SuccessFactors Login () MG Enthusiasts [E Sociabble @& Home Page

: Click here to start using your accourit!

How about checking out our other products?

Open an ANYbank current account and we'll give you £100 to say thank you

e ¢ o

AnyBank Infinite AnyBank
Reward CreditCard Mortgage

Egencie

e
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Transactions

7 Q ingfiles to onedrive delete on PC = meEoe e

€ Cc @

@ BT Home Hub Manag.

frdpcloud.com,
Digital Marketplace Find cloud hosting, zo... @ Login |Salesforce ¥ cef-demo (G Autologin € Holiday @ Images - Photographs S SuccessFactors Login (5 MG Enthusiasts

Sociabble @) Home Page Egencia D)

B csva G Google Maps Enhancing DWP's Digi.

e £ MaxMustermann

ACCOUNTS

TOTAL BALANGE

£0.00

Current Plus Account

Monthly Spend

I .

Max logs in and
is given the
account’s
dashboard.

* Gurrent Plus Account

h 3

Utities Morigage I Food Entertainment I Transport

DATE CATEGORY DESCRIPTION CREDIT DEBIT

Wealth | Shop | Legals | Privacy & Cookies | Accessibility| Security | Rates | Terms & Conditions | Press | Careers | Sitemap | Contact Us.
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PORTAL FIXED SAVERS MORTC

Max logs out.

FIXED SAVERS UP TO SMILE-INDUCING E\:\”S_;(EQE\C/EFSQS
40% AER MORTGAGE RATES WHEREVER

ForgeBank is used by 5 on customers every day with 10,000 new sign-ups each week

P
& N,
Pensions Early Savers Investments
Find out about ForgeBank Wealth An easy and fun way to teach kids good Professional financial and investment
Management money habits, with our unique parental advice, accounting and tax services to
controls suit all pockets

READ MORE

Wealth | Shop | Legals | Privacy & Cookies | Accessib ity | Security | Rates | Terms & Conditions | Press | Careers | Sitemap | Cont







